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1. Defining Catastrophic Risk
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What is Catastrophic Risk?

How Is a catastrophic event typically defined?

Common Descriptors

* Global

* Disaster

* Tragedy

* Natural hazard
* Accident

* Etc.

Common Events

* Earthquake

* Tsunami

* Hurricane

* Terrorist attack
* Plane crash

* Etc.
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Global Catastrophic Risks

" * Do the critical
GeopolitizaPeonflict Climateschal
[ [
e srmcoees® g, @I lobal risk issues
Liquidity /
credit crunch Evonomiz-disparity
' [ [
320 We.apor@-of‘ Global imbakances=and GlotaRgovernanse failures ral I k I l I I l I I l l
rivece-destruction curreray vohtility
Watersezurity
i i Chroniz-dissrses
ShowirgPChinese I:Y:onomy’ e raphic-challsrges
H@tr‘snchr?ﬁnt‘ Reguhtory failures — A Corruption
fromeglobalization ’ reg] i
Faod seeurity

Critizal information o ized ' St(zgm-and u u
e cme ®0®= grganization
250 Extremercommodity di Bisdiversily kses -

price vokatility Earthquakeseand
volkeaniz-eruptions \ izit trade
Terrorism

Infrastructure fragility Air pollution [ ) H OW a re
Migration

Threats from

s catastrophic risks

Extrentesconsurmer
prize vohtility

. unique to
individual

I organizations®-
__ N

Capital ConneXions

Pereeived impact in Billior e5$

unlikely likely very likely

\//_\

Ferszived liRelifeod tooccur in the rext termgaars
Source: World Economic Forum;-Global Risks 2011



http://rimscanadaconference.ca/

Case Study

2010 Deepwater Horizon spill

* Would you consider this a catastrophic event?

* Who was this catastrophic for?
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Refining the Definition

How do you define catastrophic risk
for your organization?

* Definition is unique for different entities

* Must align with tolerable capacity

* Represents a worst case scenario

o ———
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2. Accepting the Potential
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lgnoring the Elephant in the Room

Typical
Response

Challenges

Low likelihood * |nactivity * Poorly prepared
events e Avoidance for major incident
Difficult to predict e ‘Force field’ * Untested /
Nebulous events e Off the shelf/ best improper plans
Poorly defined efforts planning * Potential for
metrics compounding

Complex, far Impact

reaching impacts
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Accepting the Potential for Loss

* Accept that catastrophic risks
can happen

* Understand and diligently quantify
the broad potential impact on
your organization

* Plan appropriately
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3. Measuring Catastrophic Risk
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Determine Tolerable Capacity

* How much can

we afford to T(zfg_etE ‘jfrfﬁfg;‘f
lose?

. At What pOint Profit Wwarning
do we risk
Contl nurty Of CovenarK breach

operations?
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Measuring Catastrophic Risk

» Quantify the potential impact to the organization

Values

» Develop a step-wise approach to follow the

Impact Pathway inter-related impacts

» Develop credible event scenarios

. : _ . :
cenario « Consider ‘the impossible’

 Define critical processes within
Critical Processes the organization

Capital ConneXions
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Defining Cntical Processes

* What are the c

ritical processes in

your organization?

* What assets / processes / functions can

0 lose?

you not afford

* Where do multiple processes overlap

or converge?

e oy,
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Defining Critical Processes =

Impact Pathway.

Distribution Process

Credit

CCC/Sales

Ordering, service, etc.

e —
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Customer

Dlstrlputlon Field Dispatch Service Service Tech
Coordinator & Mgr
*  Provides direction *  Provides direction «  Advises *  Repairs, eftc.
«  Information sharin, aily load§ & deliverie.
« Aadvising
10% 90%
A AL
/ \
Driver Product L'oadlng Product Transport Unloading .at
by Driver Customer Site
«  Vehicle Maintenance «  Secure indtructions from Top or bottom loaded Vehicle operation Unload at client location per driver’s
dispatch driver’s maj ad conditiol manual
Drive Calculate amount of . Complete daily shift report
product . Verify delivery tickets
*  Review previous vehicle « Accidents
inspection log « Fire
«  Check vehicle & « Improper operation
complete new inspection (speeding, etc.)
log (pre-trip) Uses manifest to pl
*  Repair any safety daily delivery route
defects

Driver Training

Driver Manual

Driver Selection
Criteria

Delivery Process

Capital ConneXions
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Developing Scenaros

Global
events
Industry
experience
Individual
experience
Creativity

Focus on critical

processes

Consider worst _

case events fretd'b'z _
. catastrophic

Plausibility } event

Assume failure scenario

of controls

Take ‘outside-in’

perspective

Capital ConneXions
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Developing Scenarios

* Use cntical processes as a starting point

* Focus on a manageable number
of major scenarios

* Consider all downstream effects

Y
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Impact Pathways

Impact Pathways...

* A method of systematically identifying
event impact

* Describe detailed progression of the risk event
* Break impacts down across the value chain

* Consider dependencies and inter-related
processes
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Impact Pathways

Why Use Impact Pathways?

* Logical, stepwise approach to risk evaluation

* Promotes reasonable estimates of likelihood
and impact

* Allows for the identification and inclusion of
iInterdependencies of processes

* Increases the credibility of analysis results
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Impact Pathways

Occurrence } Impact Areas } Impact Types } Impact Result

Direct financial Costs for external

Financial cost
legal counsel

Judgement /

Financial cost
settlement costs

Reputation

Public relations /

' i st
defensive marketing Financial co

Operations

Loss of donor funding Financial cost

il

Etc.

Capital ConneXions
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Impact Pathways

Sample Tree Diagram
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Generating Impact Values

What you get...

* Probabilistic ranges of
potential impacts

* Clear delineation of
impacts and controls

* Quantitative
prioritization of
catastrophic concerns

How it helps...

* Defensible, quantitative
approach

* Fosters internal
discussion

* Drives targeted,
relevant risk
management actions
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4. Managing Catastrophic Risk
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Mitigation

Pre-event Focus: Post-event Focus:
. | Likelihood . | Impact of event

. | Exposure
P

.
. Risk event Transfer /

: wﬂ 2011

Capital ConneXions
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P re-Event Mitigation

* |dentify drivers

’ FOCUS aCUVerS Number of
on drivers Incidents

* Identify process | e,
improvements i
that can
minimize
occurrence | /e

" Early LT
identification e
IS key

Ideal typical curve of a problem’s history

> lime
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P re-Event Mitigation

STEPS
Preparedness Resiliency Blusmess Strategy Plan Testing
. mpact : . .
Review Development . Selection Preparation Maintenance
Analysis
h 4 A 4 h 4 A 4 \ 4 A 4
ACTIONS
* Identify existing * Analyze value < Identify critical ¢ Define * Document * Train
recovery chain process recovery recovery steps employees
strategies, * Purchase * Recovery times  strategy for business . Continuous
_rlsks, business policies « Financial and options units improvement
Issues, and * Diversity non-financial * Select strategy
gaps impact

-
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P ost-E vent Mitigation

Key Actions

* Putting planning into action

* Using support networks / resources

* Communication
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Measuring Your Plan

Have you:

* Defined catastrophic risk for your
organization?

* |dentified potential catastrophic risks?

* Thoroughly quantified potential impacts?
* Developed a focused plan?

* Practiced your plan?

e oy,
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Leqgal

The information contained herein is based on sources we believe reliable, but we did not verify nor do we guarantee its
accuracy. It should be understood to be general risk management and insurance information only. Marsh makes no
representations or warranties, expressed or implied, conceming the financial condition, solvency, or application of
policy wordings of insurers or reinsurers nor does Marsh make any representations or warranty that coverages may be
placed on terms acceptable to you. The information contained in this presentation provides only a general overview of
subjects covered, is not intended to be taken as advice regarding any individual situation, and should not be relied
upon as such. Statements conceming tax and/or legal matters should be understood to be general observations based
solely on our experience as risk consultants and insurance brokers and should not be relied upon as tax and/or legal
advice, which we are not authorized to provide. Insureds should consult their own qualified insurance, tax and/or legal
advisors regarding specific risk management and insurance coverage issues. Marsh assumes no responsibility for any
loss or damage sustained in reliance of this presentation.

Marsh is part of the family of Marsh & McLennan Companies, including Guy Carpenter, Mercer, and the Oliver Wyman
Group (including Lippincott and NERA Economic Consulting).

The materials, data and/or methodologies used in this presentation are proprietary to Marsh. This document or any
portion of the information it contains may not be copied or reproduced in any form without the permission of Marsh
Canada Limited, except that clients of any of the companies of Marsh & McLennan Companies need not obtain such
permission when using this report for their internal purposes, so long as this page is included with all such copies or
reproductions.

Copyright 2011 Marsh Canada Limited and its licensors. All rights reserved.

www.marsh.ca | www.marsh.com
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¥RIMSCANADA

Thank you for attending the
Ottawa Capital ConneXions
Conference
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